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Introduction

The Measurement and Calibration Gateway (hereinafter referred to as MC-
Gateway) enables the measurement and calibration (M/C) of uP-based (micro-
processor) VCUs using AUTOSAR Adaptive middleware.

This User Guide provides an overview of the MC-Gateway solution. It gives an
example of a measurement and calibration use case with a VCU (Vehicle Con-
trol Unit) target.

The functionality of the MC-Gateway requires an instrumentation of the user-
apps and additional measures for the overall system integration (i.e. modeling
of MC-Gateway App, modeling of middleware communication services).

The MC-Gateway is intended to be used only during the development phase.
To make sure that no parameters can be changed during series production of
the VCU, the MC-Gateway App shall be deactivated in the VCU series software.

In addition to this User Guide, the following further documents are required for
certain applications:

— MC-Gateway integration manual
— MC-Gateway Solution Proposal

These documents are available for download as part of the Software Devel-
opment Kit (SDK) from the ETAS Downloads.

Safety Information

Refer to the safety instructions and the technical documentation available for
download from the ETAS website www.etas.com. Keep the provided information
in a safe place.

Failure to comply with the safety instructions may lead to the risk of damage to
life and limb or property. The ETAS Group and its representatives shall not be
liable for any damage or injury caused by improper operation or use of the
product.

Only use the product if you have read and understood the information con-
cerning safe operation and have the required qualifications and training for this
product. If you have questions about safe operation, contact ETAS:

— Technical Support: www.etas.com/en/hotlines.php
— ETAS contact partners by region: www.etas.com/contact

The product is only approved for the applications described in the technical
documentation (see chapter "Intended Use" on the next page. When using and
operating this product, all applicable regulations and laws must be observed.

ETAS products made available as beta versions or prototypes of firmware, hard-
ware and/or software are to be used exclusively for testing and evaluation pur-
poses. These products may not have sufficient technical documentation and
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may not fulfill all requirements regarding quality and accuracy for market-
released series products. The product performance may therefore differ from
the product description. Only use the product under controlled testing and eval-
uation conditions. Do not use data and results from beta versions without prior
and separate verification and validation, and do not share them with third
parties.

Before starting up the product, check whether there is a Known Issue Report
(KIR) for that product version: www.etas.com/kir (password: KETASIR). Note
the information given in the report.

Program codes or program control sequences that are created or changed via
ETAS products, as well as all types of data obtained through the use of ETAS
products, must be checked for their reliability and suitability prior to use or dis-
tribution. Only use these codes or sequences in public areas (e.g., in road
traffic) if you have ensured that the application and product settings are safe
through testing in self-contained and designated testing environments and cir-
cuits.

This ETAS product allows you to influence safety-relevant systems or data (e.g.
in motor vehicles, vehicle components, and test benches). In the event of a mal-
function or a hazardous situation, it must be possible to put the system into a
safe state (e.g., emergency stop or emergency operation).

Intended Use

The MC-Gateway was developed and approved for automotive applications and
procedures as described in this User Guide. The MC-Gateway is intended to be
used in industrial labs and in test vehicles.

This User Guide shall give an overview of the MC-Gateway as used for meas-
urement and calibration. The usage with INCA is explained as an example.

Target Group

This software product and this User Guide are intended for qualified personnel
working in the fields of automotive VCU development and calibration, as well as
system administrators and users with administrator privileges who install, main-
tain, or uninstall software. Specialized knowledge in the areas of measurement
and VCU technology is required.

Data Protection

If the product contains functions that process personal data, legal require-
ments of data protection and data privacy laws shall be complied with by the
customer. As the data controller, the customer usually designs subsequent pro-
cessing. Therefore, he must check if the protective measures are sufficient.
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Data and Information Security

To securely handle data in the context of this product, see the next sections
about data and storage locations as well as technical and organizational meas-
ures.

License Management

When using the ETAS License Manager in combination with user-based
licenses that are managed on the FNP license server within the customer's net-
work, the following data are stored for license management purposes:

Data

— Communication data: IP address

— User data: Windows user ID

Storage location

— FNP license server log files on the customer network

When using the ETAS License Manager in combination with host-based
licenses that are provided as FNE machine-based licenses, the following data
are stored for license management purposes:

Data

— Activation data: Activation ID

— Used only for license activation, but not continuously during license
usage

Storage location

— FNE trusted storage
C:\ProgramData\ETAS\FlexNet\fne\license\ts

Technical and Organizational Measures

We recommend that your IT department takes appropriate technical and organ-
izational measures, such as classic theft protection and access protection to
hardware and software.

MC-Gateway | User Guide
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Architecture of the MC-Gateway

The requirements for modern VCUs are increasing. Therefore, many VCUs are
equipped with a yP (microprocessor) instead of a uC (microcontroller).

The key functionality of the Measurement and Calibration Gateway (MC-Gate-
way) is the fast acquisition of measurement signals and optimization of cal-
ibration data of AUTOSAR Adaptive user apps running on a uP-based VCU.

It supports the two-page approach for calibration (Working Page and Refer-
ence Page).

MC-Gateway tooling
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for series SW
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s MC-Gateway device (X)
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ateway PSRN ;- Gateway device (B)
system

Protocol and device integration

AUTOSAR Adaptive or pure POSIX OS5 {Linux, QNX,..)

4 )
(D) Note
In this User Guide, the ETAS software INCA is used to describe the meas-
urement and calibration (M/C) possibilities together with the MC-Gateway.
However, the MC-Gateway can also be used with other M/C software from
\other suppliers. Contact your ETAS support for details. )

Main Components

The MC-Gateway solution consists of three main components:

A target software bundle for VCUs with an IPv4 ethernet connection, run-

ning AUTOSAR Adaptive midddleware, with the following sub-com-

ponents:

* A precompiled MC-Gateway App, which cooordinates the meas-
urement and calibration inside the target.

A precompiled shared library (the MC-Gateway Library) which is used
to instrument user applications which are subject to be measurement
and calibration
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— Aset of command line tools for code- and A2L-generation, for use on the
development host.

— An ETAS INCA tool installation on a Windows host PC with a built-in INCA
driver for the MC-Gateway system.

Access in an AUTOSAR Adaptive Project

AUTOSAR Adaptive Middleware Communication

In an AUTOSAR Adaptive VCU based on a POSIX operating system, all user apps
run in individual processes with separate virtual address spaces. By default, it is
not possible to access virtual memory locations from outside the target system
with a unique memory address.

The MC-Gateway App communicates over the service-oriented communication
middleware (ARA::COM). In this way, the MC-Gateway fits into the AUTOSAR
Adaptive architecture and allows for a unified integration approach.

All AUTOSAR Adaptive communication relationships are modelled through ser-
vice ports.

Two middleware services are specified for the communication with the MC-
Gateway App:

— A mandatory service for the data exchange between the MC-Gateway
App (consumer) and the MC-Gateway Lib instances (provider).

— An optional service needed for the target license activation between the
MC-Gateway app (consumer) and a custom provider app in the system.

For details of the service modelling, refer to the MC-Gateway integration
manual.

MC-Gateway Features

— Measurement and calibration entry point to AUTOSAR Adaptive machine.

— Enabling measurement and calibration access to app-internal variables of
instrumented user apps.

— Only one TCP connection is required at runtime which bundles the XCP
sessions of all connected user apps: The ETAS GCF protocol is used to
multiplex multiple XCP sessions into one data stream.

— Reliable safety concept excludes any parameter modification in series
phase.

— Enables high-precision time synchronization of data from different
sources.

— The MC-Gateway App can be used in vehicles, test benches, offices, or
labs.

MC-Gateway | User Guide
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MC-Gateway App

The MC-Gateway App located in the VCU has the following key functions:

— Providing a TCP server port (1810) for communication with INCA and dis-
patching XCP commands to the XCP slave instances in the user apps,
which are implemented in the MC-Gateway Lib.

— Multiplexing/Demultiplexing packets of multiple XCP-On-Ethernet ses-
sion into one TCP data stream.

— Collecting and dispatching data from the different instrumented user
apps.

— Translating XCP commands (addressed-based) to service-oriented com-
munication (AUTOSAR Adaptive ports).

— Providing Status information for INCA.

MC-Gateway Shared Library

The MC-Gateway Lib located in the VCU has the following key functions:
— Implementing XCP slave logic on behalf of the associated user app.
— Providing access to the variables in the instrumented user app.
— Sending data based upon triggers from the instrumented user app.
— Downloading and uploading of Working Page data.
— Downloading and uploading of Reference Page data (to Window PC).

— Switching between Reference Page and Working Page for the calibration
data.

— Applying time stamps to sampled measurement data.

MemoryPool Lib

The MemoryPool Lib is a utility library that is used by the MC-Gateway Lib and
the instrumented user app. It is a shared library, which needs to be included by
the instrumented user app for compilation.

The content of the MemoryPools represents measurement and calibration val-
ues as defined in the measurement and calibration JSON File.

Additional RAM is allocated in the context of a User-App for storing these val-
ues.

Instrumented user app

A user app needs to be instrumented with additional includes and method calls
for measurement and calibration with the MC-Gateway solution.

The header files to be included are the following:
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— static header files from the MC-Gateway Lib
— (generated header file created by MC Data Preparation tools

The calibration MemoryPool contains separate pages (i.e. memory sections) for
Reference Page, Working Page and default data. The reference page calibration
data is initialized by the MC-Gateway Lib (at init time of the user app) from a
persistent file, which is represented by an AUTOSAR Adaptive Persistency File
Storage port.

If the Reference Page data is not initialized from a persistency file, the con-
tained calibration variables will take default values specified by the JSON-gen-
erated headers. The same happens when the persistency file is corrupt or does
not exist.

Trigger Measurement

Measurement variables are measured in defined raster periods. Every meas-
urement period is associated with an ASAM MCD-2 MC event channel (defined
in the A2L file). To receive measurement data in the chosen measurement ras-
terin INCA, it is important that the user app triggers the sampling of data with
the same period and event channel ID in a cyclic way.

After updating the internal results of the user app business logic, two steps
must be performed when instrumenting a user app for measurement:

1. Theinternal value of interest must be copied to the respective place-
holder in the MC-Gateway measurement MemoryPool.

2. The MC-Gateway Lib TriggerMeasure method must be called in a cyclic
fashion, for every desired event channel with the intended period. This
method will trigger the sampling and transmission of DTO data to INCA.

Details on how to instrument a user app are provided in the MC-Gateway Integ-
ration Manual.

(D) Note

Every event channel ID is typically associated with a time-synchronous or
asynchronous measurement period. In INCA, the measurement periods /
event channels of all connected user apps are combined for display in the
experiment environment. It is strongly recommended that every event chan-
nel should have a unique and consistent definition throughout the context of
\the complete VCU.

MemoryPools

The MemoryPools are RAM areas in the address space of the instrumented user
apps.

There are typically two MemoryPools defined in an instrumented user app after
including the MC-Gateway Library:
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— Calibration MemoryPool, which consists of three sub-areas:
» Reference Page
» Working Page
» Default values

— Measurement MemoryPool

The MemoryPool APl and the tool-generated MemoryPools themselves are
made available to a user app by including the generated MemoryPool header
files.

Internal variables of a user app are synchronized with the measurement
MemoryPool using the MemoryPool APIs. In the same way, calibration values are
made available to a user app by using MemoryPool APIs on the calibration
MemoryPool.

The APl access to the variables is created by including the MemoryPool Lib for
the user app.

@ Note

The MC-Gateway target software components remain in the VCU when the
vehicle isin the field.

The absolute address of a calibration or measurement variable in the
MemoryPool is calculated as follows:

AddressOfVariable = CurrentStartOfProcessVirtualMemory + Off-
setToMemoryPoolStart + OffsetToVariable

Supported data types:
JSON Input Type Name | A2L Calibratable A2L Meas- Size in
(C++11 fixed size) Type Name urable Type Bytes
Name
uint8 STANDARD_VALUE_U8 | UBYTE 1
uint16 STANDARD_VALUE_ UWORD 2
u1e
uint32 STANDARD_VALUE_ ULONG 4
U32
uint64 STANDARD_VALUE_ A_UINT64 8
Ub4
int8 STANDARD_VALUE_S8 | SBYTE 1
int16 STANDARD_VALUE_ SWORD 2
S16
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JSON Input Type Name | A2L Calibratable A2L Meas- Size in
(C++11 fixed size) Type Name urable Type Bytes
Name
int32 STANDARD_VALUE_ SLONG 4
S32
int64 STANDARD_VALUE_ A_INTB4 8
S64
float STANDARD_VALUE_ FLOAT32_IEEE | 4
F32
double STANDARD_VALUE_ FLOATG4_IEEE | 8
F64
bool' STANDARD_VALUE_U8 | UBYTE & BIT_ 1
& BIT_MASK 0x01 MASK 0x01

' One byte, with lowest bit significant.

Internal user app variables (measurement and calibration variables) may be

global variables as well as local variables in sub-functions or members in C++
class objects. They may sometimes be out of scope for the running user app
processing context depending on the user app design (e.g., a local variable).

By creating a reference from an internal user app variable to a variable of the
MemoryPool, the MemoryPool representation of an M/C-relevant variable is
always available to the MC-Gateway, because the MemoryPools are defined as
global objects.

It is necessary to update the MemoryPool representation of a measurement
variable in the user code whenever it has been updated by the user app logic.
The ETAS MemoryPool Lib offers the necessary APIs for this task.

MC-Gateway | User Guide
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Working Page (WP) and Reference Page (RP)Loading

The MC-Gateway solution supports the
INCA 2-page calibration concept

Switch between Reference Page (RP) and
Working Page (WP) at runtime

W Experiment >LambdaControl< Ha

Experiment Edit View Variables Measurement Hardware Dataset Comg

Window 7
AW O WP: 0400 1 [y
a. RP. 0400 [l )

ETK test device:1
0400

N

- ﬂ

Download, upload / checksum comparison

VCU

3
| et (o) T . Compimeiior )
g FRMAx | 15015 3] | = (TSPERN <Curve>
05005 = :
& |FRMIN = | o 2‘00001
& F o000t B——m—

Swi

page switch
tched by INCA

User code

Two pages are used, and have the same size defined by the automated gen-

erated MemoryPool header files.

It is possible to toggle between the Reference Page and the Working Page with
the page pointer. This is done in INCA by clicking WP or RP.
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User-App start

l

Automatic
MemoryPool
preparation

i Calibration-Data Preparation

Reference Data YES
File available?
NO
Read Reference
Data and overwrite |...............
Reference Page
A J
Switch to
Reference Page
i Referemnce Data is a DAT-
Start of File residing in the
operationzl Usar- persistency storage.
Application Code It can contain the default
data values but also
' advanced dats values that
¢ hawe been elaborated
during the development/
User-App End calibration procass.
2.8 Persistent Storage Location

A persistent storage location must be available.
This location is outside the instrumented user app and is used for storing the
following information:
the product license file
— theinitial/Reference Page calibration values (persistency file/DAT file)

If the calibration data persistent file is not present, then the initial values from
the JSON measurement and calibration data definition file are used.
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When a persistent calibration dataset is used, the instrumented user app can
do the following:

— load calibration values from this file at boot time

— update calibration values via the AUTOSAR Adaptive UCM mechanism

— write Reference Page calibration values to a file persistently through the
INCA tool

29 MC Data Preparation Tools

The MC data preparation tools create the MemoryPool header files based on
the defined measurement and calibration variables.

The user app developer must manually create the JSON measurement and cal-
ibration data definition file with the help of the provided JSON schema.

The MC Data Preparation Tools must then be called for the generation of a
memory pool header file and a corresponding .cpp source code file.

The MC data preparation tools create an additional output file, which is the

JSON extended M/C data definition file. These extended JSON files shall be
kept in the project workspace as input for the A2L and reference file generator.

JSON
JSONfile  specification A2L-skeleton

A2l -template

)

preparation tools

Extended

JSON file
A2ZL and

reference file
generator

Il

MAP-file

Compilation and
linking

....................... App binary file DAT-file AZL-file HEX-file

Color code Provided by ETAS
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Compilation and Linking

After the MemoryPool sources (header and .cpp file) are generated:

© The memory pool header file and the static MC-Gateway header file must
be included by the user app code.

© The MemoryPool and MC-Gateway libraries must be linked against the
user app.

© The generated memory pool .cpp file must be compiled and linked to the
user app.

After compilation and linking, the linker .map file must be kept for the A2L and
Reference File Generator.

& For more information, refer to the MC-Gateway integration manual.

A2L and Reference File Generator

The A2L and reference file generator reads the JSON extended M/C data defin-
ition files and the MAP output file from the compilation and linking and gen-
erates the following files:

— A2Lfile
— HEXfile
— DAT file

A2L file

Label/memory mapping file for the import into an M/C software, e.g., INCA.

HEX file

This file contains the representation of the calibration dataset in Intel HEX
format. The generated values are the default values as per the JSON meas-
urement and calibration data definition file. In contrast to a standard pC pro-
ject, this HEX file contains no code section, only a data section. For use with
INCA, the dataset check of the HEX file must be disabled in the INCA user
options (see"Changing the User Options" on page 23 ).

DAT file

The DAT file contains the calibration dataset as a binary image of the cal-
ibration memory Reference Page. The generated values are the default values
as per the JSON measurement and calibration data definition file.

The HEX file and the DAT file define the calibration dataset (Reference Page).
The HEX file is used by the M/C software, e.g., INCA, the DAT file is deployed in
the VCU.
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System Prerequisites

Safety Considerations

The MC-Gateway App and MC-Gateway Library has to be deactivated for the
final, released VCU series software.

Computing Power and Memory
The MC-Gateway integration and instrumentation adds computational load at
runtime.

Additional RAM is allocated by the MemoryPools and the MC-Gateway libraries.

AUTOSAR Modeling
The MC-Gateway solution uses service oriented communication between the
MC-Gateway App and the MC-Gateway Library instances.

Moreover, the persistent data related to the MC-Gateway (calibration data and
license data) is accessed through AUTOSAR Persistency File Storage Inter-
faces).

It is the task of the project integrator to configure the communication and per-
sistency model.

© Details are described in the MC-Gateway Integration Manual.

Instrumented user apps

Instrumented user apps for measurement and calibration with INCA:

— must be linked against the shared MC-Gateway Lib. and the generated
memory pool object code

— mustinclude the MemoryPool header file generated by the MC data pre-
paration tools

— mustinclude MC-Gateway static library and common header file

— must call the MC-Gateway Lib. and MemoryPool-APIs for instrumentation
of the user code

Ethernet Communication with host PC

The communication between the host PC and the target is conducted through
Ethernet and TCP/IP. The MC-Gateway App opens a TCP server on port 1810.

The MC-Gateway App and the INCA MC-Gateway system driver communicate
with the following protocol stack:
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Layer Description

ASAM XCP| Universal measurement and calibration protocol
ETAS GCF | ETAS proprietary container protocol

TCP Port 1810

For the interaction with INCA, the target must have an IPV4 address that can be
accessed by the host PC running INCA, e.g.: 192.168.10.10/24.

The host PC must have a network interface in the same subnet, e.g.,
192.168.10.* (network mask 255.255.255.0).

The MC-Gateway App uses the fixed TCP port 1810.

Ethernet Communication with License Manager

The communication between the License Manager and the target is conducted
through Ethernet and TCP/IP. The MC-Gateway App opens a TCP server on port
2000.

For the interaction with License Manager, the target must have an IPV4 address
that can be accessed by the host PC running INCA, e.g.: 192.168.10.10/24.

The License Manager must have a network interface in the same subnet, e.qg.,
192.168.10.* (network mask 255.255.255.0).

The MC-Gateway App uses the fixed TCP port 2000.

Firewall Settings

Make sure that no other application is using TCP port 1810 and 2000
(LicenseManager), which is open only in the development phase of the vehicle
project1. No firewall rules between INCA and the target shall block TCP or
ICMPV4 traffic.

There might be several firewalls between the VCU and the host PC.

"The MC-Gateway-App can remain in the VCU when the vehicle development
phase is finished. With the help of a SW switch, the MC-Gateway App is deac-
tivated so that not TCP ports are open in the field.
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Firewall
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Installation

Product MC-Gateway

The package offered by ETAS for the VCU includes:

MC-Gateway App
Measurement and calibration entry point to AUTOSAR Adaptive runtime.
MC-Gateway Library

Enabling measurement and calibration access to instrumented internal
user app variables of customer SW application.

MemoryPool Lib
Enabling the customer user app for measurement and calibration.
MC-Gateway System Driver

The MC-Gateway system driver is automatically installed with the latest
version of INCA.

System Requirements

Check the latest requirements in the Release_Notes.pdf.
— Windows Host PC

INCA >=V7.6.0 (version see Release_Notes.pdf)
Windows: see INCA compatibility
Free Ethernet port

VCU

Supported AUTOSAR Adaptive middleware

QNX® 7.1 running on x86_64 or ARMV8 hardware or alternatively, embed-
ded Linux for X86_64 or ARMV8 hardware

Filesystem space for persistent storage of calibration datasets

Installation

The delivered software is a ZIP file, which contains all target components and
development tools. The zip archive can, e.g., be extracted into the devel-
opment workspace of an AUTOSAR Adaptive project.

Licensing

Valid licenses are required to unlock the full feature set of the MC-Gateway
solution. Licensable components of the MC-gateway are:
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— MC-Gateway App (target license)

— MC-Gateway tools (tool license)

— MC-Gateway Adapter for 3rd Party XCP tool (MC-Tools).
License activation codes can be obtained in one of the following ways:

— from your tool coordinator

— viathe self-service portal on the ETAS website at www.etas.-
com/support/licensing

— viathe ETAS License Manager, as a part of INCA (For more information,
refer to the MC-Gateway integration manual).

To activate the license, you must enter the Activation ID that you received from
ETAS during the ordering process.

For more information about ETAS license management, see the ETAS License &
Download Portal or the ETAS License Manager help.

The MC-Gateway App uses a target license to control the usage of the MC-
Gateway solution.

If the target ECU (hardware or virtual) contains a valid target license, the full
features of the MC-Gateway solution can be used when connecting an MC-
tool. Without a valid target license, the MC-Gateway solution can be used with
limitations:

— Maximum two user apps can be connected simultaneously to the MC-
Tool for measurement and calibration.

— Only max. 10 measurement variables can be measured simultaneously
(total for two apps).

— The dataset of an MC-Gateway-instrumented user app, which is con-
nected to the MC-Tool, can have a maximum size of 64 bytes.

* is not relevant how many calibration parameters are part of a meas-
urement (e.g. INCA) experiment

* The MC-Gateway App will refuse to allow a switch to the reference
page
& For more information, refer to the MC-Gateway integration manual.

Decommissioning/Deactivation

The MC-Gateway App and MC-Gateway Lib must be deactivated in the VCU
series software.

The MC-Gateway Lib and the MemoryPool remain in the VCU series software.
Therefore, measurement and calibration access is not possible.

& For more information, refer to the MC-Gateway integration manual.

(D) Note

Carefully read the supplied Solution Proposal for VCU Integration.

MC-Gateway | User Guide


https://license.etas.com/flexnet/operationsportal/logon.do
https://license.etas.com/flexnet/operationsportal/logon.do
https://license.etas.com/flexnet/operationsportal/logon.do
https://license.etas.com/flexnet/operationsportal/logon.do

4.1

4.2

4.21

4 Getting Started | 23

Getting Started

Accessing Instrumented user apps on the VCU Using INCA
The procedure below describes the basic measurement and calibration (M/C)
of a target VCU with INCA and a Windows PC.
Requirements for this example section:
— INCA »=V7.6.0 (version see Release_Notes.pdf)
— A host PC running Windows (version see INCA compatibility)
— Ethernet connection between INCA host PC and VCU
— VCU or virtual target, hereinafter referred to as VCU
— Running instrumented user app(s) on the VCU with AUTOSAR Adaptive
— *.A2L file generated with A2L generator for each of the instrumented user
apps
— *.HEXfile generated with A2L generator for each of the used instru-
mented user apps

Configuration and Usage of INCA

See the INCA documentation installed on the Windows PC.

x.y=INCA version, e.g., 7.5
— C:\ETAS\INCAx.y\Manuals\INCA_Vx.y_Getting_Started_EN.pdf
— C:\ETAS\INCAx.y\Manuals\INCA_Vx.y_Install_Guide_EN.pdf
— C:\ETAS\INCAx.y\Manuals\INCA_Vx.y_Tutorial_EN.pdf

These documents are also available on the ETAS website:
www.etas.com/en/products/download_center.php

See the INCA help system as well.
In INCA or in the Workspace, select F1 or select ? from the menu.

Changing the User Options

For use with the MC-Gateway, some specific user options have to be con-
figured in INCA. This should be done once after installation.
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1. Select Options> User Options> Open.
@ INCAWT I
Database Edit View Ophons Utilities ?

BEE -

1 Database Objects
'@ J Example for A2L i User

Statron Opt:ons Export...

2. Inthe "User Options” window, set the following values:

Tab Parameter Value
General Check dataset code No without warning

Hardware | Confirm page switch (optional) | No

4.3 Changing the Host PC Ethernet Settings

4.3.1 IP Address
Set the IP addresses of the VCU and the host PC to the same subnet range, for
example:

— theVCU has the IP address: 192.168.56.49/24

— the connected network adapter of the INCA host PC has the IP address:
192.168.56.3/24

— network mask: 255.255.255.0.

1. With admin rights, configure the IP address of the connected network
interface of the host PC to a suitable IP address in the chosen subnet
192.168.56 .X.

2. Setthe subnet mask to O in this address range. In this example, to
255.255.255.0.

3. A communication check can now be performed with the ping command
from the command prompt.

To check the communication

1. Inthe Windows Start menu, type emd and start the command prompt.

2. Inthe command prompt, type ping 192.168.56.49 and press <RETURN>.
There should be a reply to the ping.
Success:
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Pinging 192.168.56.49 with 32 bytes of data:
Reply from 192.168.56.49: bytes=32 time<lms TTL=6U

Reply from 192.168.56.U49: bytes=32 time<lms TTL=64
Reply from 192.168.56.U49: bytes=32 time<lms TTL=64
Reply from 192.168.56.49: bytes=32 time<lms TTL=6U

Failure:

C:\> ping 192.168.56.49

Pinging 192.168.56.49 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

@ Note

If the target cannot be reached by a *ping*, then firewall settings might pos-
sibly block the communication.

4.3.2 General Firewall Setup

Firewalls might block the communication.

Essential Firewall Rules for MC-Gateway usage:

— TCP traffic for destination port 1810 and port 2000 (License Manager)
must reach the MC-Gateway App in the target, from any source port that
is used by the M/C software (e.g., INCA).

— TCP traffic with source port 1810 and port 2000 (License Manager) must
reach the M/C software (e.g., INCA) from the target with any destination
port used by the M/C software.

Optional Firewall Rules for Debugging:

— ICMPv4 packets (ping) shall reach the target, and the response shall
reach the host PC where INCA runs.

Firewalls can be located at the places:
— HostPC
— Vehicle
- VCu
— Operating system running in the virtual machine inside the host PC

Therefore, it might be necessary to check and/or change the settings of the
firewalls.
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Firewall Setup of Windows Host PC
The Windows Defender Firewall is a security component integrated into Win-
dows.

The following settings must be configured for every firewall mentioned above.
Port 1810 and port 2000 (License Manager) are currently hardcoded and cannot
be changed.

Allowing TCP IP and ICMPV4 Traffic In and Out

1. Open the Windows Defender Firewall with Advanced Security.

2. Start the firewall setup.

TCP/IP Inbound Rule

Create a new rule and allow TCP/IP traffic in on port 1810 or allow all.
1. Select Inbound Rules.
2. Inthe Actions area, click New Rule.

3. Inthe New Inbound Rule Wizard, make the below settings and set a
name at the end.

4. Right-click the saved rule and select Properties from the context menu.
5. Intherule’s Properties window, do the following:

— Inthe Protocols and Ports tab, set the local port to
1810 or All Ports.

— Inthe Scope tab, activate Any IP address.

— Inthe Advanced tab, activate Domain, Private, and
Public.

TCP/IP Outbound Rule
1. Select Outbound Rules.

2. Select New Rule.

3. Create the same settings as the created Inbound Rule.

ICMPV4 Rules

This rule is not necessary for the function of the MC-Gateway. It is necessary if
the ping command is used for troubleshooting.

(D) Note

The ICMPV4 rules are only necessary if the ping command is used for
troubleshooting.
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TCP/IP Outbound Rule

_

PN

Select File and Printer Sharing (Echo Request - ICMPV4-In).
With Add select Enable Rule.

Select Inbound Rules.

Select File and Printer Sharing (Echo Request - ICMPV4-Out).
Now the ping command to the VCU should be answered.

Pinging 192.168.56.49 with 32 bytes of data:
Reply from 192.168.56.49: bytes=32 time<lms TTL=6U

Reply from 192.168.56.U49: bytes=32 time<lms TTL=64
Reply from 192.168.56.U49: bytes=32 time<lms TTL=64
Reply from 192.168.56.49: bytes=32 time<lms TTL=6U

If it is not successful, see Troubleshooting.

4.4 INCA Usage

In the following example, we assume that the name of the instrumented user
app is "PWRTRN_APP", and the associated a2l file is named "PWRTRN_APP.a2l".

1.
2.
3.

10.

Start INCA.

Open a new database.

Add a top folder.

Add the A2L file of the instrumented user app:
— Select the Folder » right-click » use Add.
— Example: add the file PWRTRN_APP.a2l.
— Use the following option:

Import in selected path of database

In the newly opened window, select the corresponding HEX file, for
example, PWRTRN_APP.hex.

Add Workspace, right-click and use Add » Workspace from the context
menu. An empty experiment must be created.

T

Select the imported A2L file from the instrumented user app, e.g.,
PWRTRN_APP.

Click OK.

Add a project with

After clicking OK, a new window opens with the available hardware
drivers in INCA:

Select MC-Gateway then Application.
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(D) Note

The A2L files in the MC-Gateway context (i.e. the addresses of the described
characteristics and measurement values) are specific to the target platform
and operating system for which they were generated! You cannot connect to
a QNX® ARMV8 target with an A2L file generated from a Linux x86_64 project
\and vice versa. The dataset checksum calculation will fail.

Hardware Driver Configuration
1. Click-on the icon Hardware Configuration dialogue.
2. Inthe new window, select MC-Gateway.
3. Intab MC-Gateway, select Parameters.
4. Setthe IP address of the VCU, e.g., 192.168.56.49.
5

. Select Return.
Recommendation: Verify the changed IP address after closing and
reopening this window.

Byte order configuration for the checksum calculation

Set/check the endianess for the checksum calculation.

The A2L file does not contain information on whether an
big-endian (often called Motorola) or
little-endian (often called Intel)

byte order is used. Per default INCA does not determine the endianess (byte
order) of the target from the a2l file. This depends on the used uP or the VCU.
The currently supported PP architectures x86_64 and ARMV8 are using little-
endian (Intel).

These settings must be configured manually for each instrumented user app.
Select User app e.g., PWRTRN_APP > 2 Parameters > Additional > Para-
meters > Byte order for checksum calculation: set to e.g., INTEL > OK »
Apply

The steps above must be completed for each instrumented user app sep-
arately.

Configuration of the Connection Behavior

The connection / re-connection behavior can be configured for every user app.
For most use cases, it is recommended to use the following settings:

— Meas. Failure behavior: Retry always

— Connection behavior: Reinitialize automatically
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Complete the steps above for each app.

Opening and Starting Experiments

— Double-click the workspace. This will open a new and empty experiment if
no experiment is already linked.

Memory Page Management

Checksums match

After connecting to the MC-Gateway, typically the Memory Page Manager dia-
log will open automatically. The relevant criterion to continue with the meas-
urement and calibration is that the checksum of the Reference Page (RP) on
the INCA side ("Datasets") and ECU side (instrumented user app) matches.
Checksums usually match if you work with an uncalibrated user app for the first
time. Checksums usually don’t match if you work with a dataset that was
already modified by a colleague, and/or with a target ECU that already has a
modified Reference Page stored persistently.

If the Memory Page dialog shows that the checksums match, then the Memory
Page dialog can be closed, and the experiment can be started.

Checksums do not match

If the checksum of the WP (PoolRam/ECU) is not correct, then a download
Working Page(Dataset/INCA) -> PoolRam/ECU is sufficient. This updates the
ECU with the INCA record.

If the checksum of the RP is wrong, then there are two possibilities.

Option 1 (Preferred): Upload the ECU - >Reference Page. This loads the INCA
record of the Reference Page with the current reference data of the user app.
In INCA, a new record is created that can be used for this purpose (this pro-
cedure is typically also done with 3rd party tools like Vector CANape, or if no
.hex file is available).

Option 2: If it is desired to program the INCA reference dataset into the user
app, then download the Reference Page data from INCA to the user app Refer-
ence Page. However, only the DAT file in the user app is overwritten with the
INCA reference data. The user app must then be restarted. Only after a restart
of the user app , the reference page calibration data is updated with the per-
sistent calibration dataset.

By default, a user app starts with the reference page active.

A calibration variable is changed in the Working Page. By setting it to RP, the ori-
ginal values from the Reference Page will be used again.
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(D) Note

The Memory Page Manager action "Flash Programming” is not sup-

ported.

Selecting and Displaying

There are many ways to select and view measurement and calibration variables,

only one is shown below.

After clicking Variable Selection in the experiment, the Variable Selection win-

dow opens.

i= Variable Selection
K =i
Variables

Sources

| x|
=] @ All Sources
= <Z» PWRTRM_APP
= I;,a Rasters
'3 Measure_5ms
'3' Measure_10ms
"3' Measure_100ms
= [@ Groups
=@ ETas_caL_METHOD
@ Cal_Measure_PtrTabGrp

OB @ C TrafEl & 'R | |

PWRTRN_APP (Not Filtered, 23/23 Visible)

Name &« |Role

Measure_10ms
Measure_100ms

Calvarl.local_us

CalvarZ.global_u32

Calvar3.global_uls

Calvard.global_u8

getFib.logby

@|le|d|d|e|®|®|Measure_Sms

getFib2.localy

global_ul6

global_u32
4& global_us
;‘M(::"ﬂé local_uf4
t‘*(::"%é local_ug

BC-338 main.buffer
M [Eled main.matrix

w
w»
w
w
'lé Calvar5.local_u8
' 4
w
b
W

The measurement and calibration variables can be selected in the first column.

Blue circle: calibration variables

Red square: measurement variables

The last columns displays the measurement raster.

Select the correct raster of the defined variables in the instrumented user app.

(D) Note

If the wrong raster is selected, the measurement might display no values!
Select the raster defined in the instrumented user app.

After clicking OK, the variables are displayed.
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— Calibration variables are displayed with a white background and can be
changed.
— Measurement variables are displayed with a gray background and can
only be visualized.
Experiment: > NewExp< Hardware: »Workspaces<

Experiment Edit View Variables Measurement Hardware Dataset Components  Instrumer

» PWRTRN_APP 4= () WP: PWRTRMN_APP_2
PWRTRN_APP =4 ®) RP: PWRTRM_APP

Diff.: 0 ECU OFF - Mo access

[) Measure Window [1]
CalVard.global_u8 | -0
CalVar3.local_ud

B¢EICT

Now measurement and calibration can be performed with INCA.
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5 Troubleshooting
5.1 Troubleshooting and Solutions
Observation Possible root cause

Cannot connectto | Network connection problem.
target MC-Gateway /
user app

MC-Gateway App or user app(s) are
not running.
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What to do or check

TCP server or client are stuck in a pre- —
vious connection which was not prop-| —

erly closed.

Ping target from Win-
dows side.

Check firewall settings in
Windows, target and
vehicle (TCP traffic must
be allowed in both dir-
ections at least for port
1810).

Check that the MC-Gate-
way App and your
desired user apps are
actually running on the
target (in QNX®: with the
pidin command).

Monitor the TCP traffic
with the wireshark tool
or a comparable network
analyzer.

Check e.g., with the
QNX® pidin command in
a terminal window that
the required apps are
running. These are: the
MC-Gateway App and
any relevant user app
that you.

Check the DLT logs of
the MC-Gateway App
and your user apps for
Suspicious error mes-
sages (if DLT is con-
figured).

Reboot target VCU.
Close and reopen INCA.
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Observation

Cannot connect to
target MC-Gateway /
user app

INCA measurement
fails with error mes-
sage "XCP command
(D3n) ALLOC_ODT_
ENTRY returned error
(33h) ERR
RESOURCE
TEMPORARY NOT
ACCESSIBLE"

INCA does not recog-
nize my imported a2l
projects as MC-Gate-
way projects.

Checksums in
Memory Page man-
ager cannot be
aligned even after
download.

Possible root cause

If more than one network interface is
used on the Windows host PC: com-
pany IT policies may prohibit the use
of multiple network interfaces
without elevated user privileges.

Trial license limitation limit reached:
there are more than 10 measurement
variables or more than 64 bytes of cal+
ibration data in the INCA experiment.

Old incompatible INCA version
installed.

— The used A2I file / application was
created for a different operating
system or target architecture.

— Byte order in INCA HWC was not
correctly configured to “INTEL.”
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What to do or check

Check with your com-
pany IT administrator.

Reduce the number of
measurement variables
and/or calibration vari-
ables in the INCA exper-
iment.

Install a product license
on the target.

MC-Gateway is com-
patible with INCA >=
V7.6.0.

A2L files from a Linux
app do not work with
QNX® and vice versa.

— A2L files from an ARMV8

app do not workon a
x86_064 target and vice
versa.

The accumulated
amount of calibration
data bytes defined in the
calibration JSON file
must be 8-byte-aligned.
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Observation

I have no HEX file
from my custom user
app to import into
INCA when creating
a VCU project.

User app and/or MC-
Gateway App
crashes with seg-
mentation faults
when performing a
measurement in
INCA.

Measurement in
INCA runs, but no
measurement values
are displayed.

Possible root cause

During the ECU project creation,
importing a *.HEX file can be omitted
(press CANCEL). In this case, no
dataset will be added to the INCA

database automatically.

There may be versions of the MC-
Gateway App and the MC-Gateway
Lib deployed in your target that do
not match. This can happen after an
update of your target software where
only the MC-Gateway App or the MC-
Gateway Lib was updated, but not

the counterpart.

For the desired event channel ID or
measurement raster, no meas-
urement values are sampled in the

target.
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What to do or check

Upload the Reference
Page from the target app
into the INCA dataset
with the Memory Page
manager. This will create
a Reference Page in the
INCA dataset with the
values of the target
Reference Page.

Check the MC-Gateway
App and the MC-Gate-
way Lib binaries in your
target to determine
whether they are really
deployed in the correct
and intended version.

Avoid having multiple ver-
sions of the MC-Gate-
way Lib deployed in your
target.

Verify the association
between the desired
event channel ID and the
intended measurement
raster in the A2L file.

Verify that the MCGate-
way-Lib. TriggerMeasure
() method is called in the
target’s user app code
with the intended period
and with the correct
even channel ID as an
argument.

Check for the even chan-
nel ID in the instru-
mented user app and for
the correct INCA meas-
urement raster.
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Additional Troubleshooting Documentation in INCA Help

@ Note

MemoryPool and MC-Gateway Lib remain in VCU series software.

Valuable troubleshooting documentation is provided in the INCA help system.
In INCA or in the Workspace, select <F1> or select "?" from the menu.

Open Contents and Index and select on the left side:

Select Troubleshooting > Connected Hardware Not Found.
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6 Contact Information

Technical Support

For details of your local sales office as well as your local
technical support team and product hotlines, take a look
at the ETAS website:

www.etas.com/hotlines

ETAS offers trainings for its products:

www.etas.com/academy

ETAS Headquarters

ETAS GmbH

BorsigstraB3e 24 Phone: +49 711 3423-0
70469 Stuttgart Fax: +49 711 3423-2106
Germany Internet: www.etas.com
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ETAS Glossary

7 Glossary

A
A2L file

ASAM standard format for the description of automotive ECU char-
acteristic and measurement files (short for “ASAM MCD-2 MC Lan-
guage”) A2L and Reference File Generator Provides description and
calibration data file for the respective app based on the predefined
measurement and calibration variables

ARA::COM

The functional cluster in the AUTOSAR Adaptive architecture which
is responsible for (service-oriented) communication

ARMVS8

ARM (manufacturer) microprocessor

ASLR address

Address Space Layout Randomization

AUTOSAR Adaptive

AUTomotive Open System ARchitecture. See www.autosar.org

DLT

Diagnostic Log and Trace module, the AUTOSAR Adaptive platform
module for processing log messages from middleware platforms
and user apps

DTO
Data Transfer Object (packet type in XCP protocol)

E
Event channel ID

Number identifying the raster in an instrumented user app

G
GCF

Generic Container Format (ETAS-proprietary protocol)
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ETAS Glossary

H
Homologation

Supranational system for the registration of motor vehicles and
vehicle parts

|
ICMPV4

Internet Control Message Protocol
ISOLAR-VRTE

ETAS Automotive middleware for microprocessors, based on the
AUTOSAR Adaptive standard

J
JSON file

JavaScript Object Notation, open standard file and data inter-
change format

M
MC-Gateway

Short term for Measurement and Calibration Gateway

MC-Gateway App
Enables measurement and calibration access internal app variables
of customer SW applications

MC-Gateway Library
Enables measurement and calibration access to internal app vari-
ables of customer SW applications.

MC data preparation tools

Generate Memory Pool files, based on predefined measurement
and calibration variables

MemoryPool Library
Enables customer SW application to make variables meas-
urable/calibratable

Middleware

Type of computer software program that provides services to soft-
ware applications beyond those available from the OS
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P
POSIX OS

Portable Operating System Interface, a family of operating system
standards

Q
QNX®@
Operating system, e.g., POSIX OS

R
Raspberry Pi

Series of small single-board computers

RP

Reference Page

TCP

Transmission Control Protocol

VCU
Vehicle Control Unit

WP
Working Page

XCP

Universal Measurement and Calibration Protocol
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